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PHILPS
RFID - key words

- « physical laws »

- international & local « regulations »
- powers, templates, duty cycliques, etc.
- « WHO », EMC, safety, etc.

- « IP » (patents, licences, royalties)

- « standardization » and « conformance tests » to
ISO, ETSI, FCC, etc.

-...«costs » ;-)



some technics




RF electromagnetic
spectrum and RE/..ID]
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RFID - available frequencies

3,25 MHz

UHF (400 - 960 MHz)

125kHz, 133 kHz 13.56 MHz 2.45 GHz
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Physics

propagation

Wave length

Remote power

up link / down link
(via modulated signal)




Maxwell equations
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near field r <A/ (2rw)
far field r > A/ (27)
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relation between « f » and « A » is wellknown :

A =v/f =(3x1078) / f

«nearfiled» < A/(27n) < «farfield »

(magnetic coupling) (propagation)
(Biot & Savart law) (Maxwellﬁuations)
/
examples : | f =150 kHz A=2km « near field » |
f=10 MHz A =30 « near field »
/

f =900 MHz A=33cm « far field »
f =3 000 MHz = 3 GHz A=10cm « far field »

-




RFID
in

LF & HF

<135kHz & 13,56 MHz



principle used in LF et HF
frequencies <135 kHz & 13,56 MHz

Magnetic field
« near field »

Remote supply (battery less)

Up link
X From base station to transponder

base station | . Down link Down link

e [ ' from transponder to base station
(via load modulation)




principle in LF et HF
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RFID
in

UHF & SHF

433 MHz, 860 / 960 MHz & 2,45 GHz



principle used in UHF et SHF

propagation
« far field »

Wave length
some cm

Battery less and battery assisted

down link
From transponder to base station
(via modulated backscattering)

=



Poynting vector

plan équatorial
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environment




environmental
versus frequencies

125 kHz | 13.56 MHz UHF 2.45 GHz
eau, humidite
corps humain z z s
environment
métallique z z z
caractéristiques z z z
des champs
facilité de design
facite 7 2 3




performances
versus frequencies

125 kHz | 13.56 MHz UHF 2.45 GHz
data rate de
communication z z z
plage / distance de uSa
fonctionnement
vitesse de gestion des US?
collisions z z BN
fonctionnement continu z z USo USo
(duty cyle) BU




in the air, ... without screen

flux density
color map
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with metal shielding

flux density
color map
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with ferrite shielding

flux density
calor map
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conclusion
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 PHWPS
UHF- SHF

Environmetal Influence T

Example 1/1
Propagation of traveling waves in free space

Idealized linear polarized dipole

Polarisation: y - axes

Picture: xz - plane



 PHWPS
UHF - SHF

Environmetal Influence

Example 1/2
Propagation of traveling waves in free space

Idealized linear polarized dipole

Polarisation: y - axes

Picture: xy - plane




multipath wave propagation
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 PHWLPS
UHF - SHF

Environmetal Influence

Example 2/1
Propagation of traveling waves with reflecting floor

=/ 5 oz  a & 8 1o

o
Black Holes Idealized linear polarized dipole
Polarisation: y - axes

Picture left: xy - plane Picture right: xz - plane



UHF - SHF

Environmetal Influence

Example 2/2
Propagation of traveling waves with reflecting floor

Hot spot !

-1l

E 4 / 3 4 5 sz a4 & & 10
Black Holes Idealized linear polarized dipole
Polarisation: x - axes

Picture left: Xy - plane Picture right: xz - plane




(PHWPS
125 kHz /13,56 MHz fields




 PHWLPS
UHF / 2,45 GHz fields




final conclusion ...

Please do tests /I



some vocabulary

« passif »,

« actif »,

« batteryless »,

« battery assisted »

... vocabulary and C°



state of art - technology




simple transponder

Analogue RF Interface

Digital Control

Anticollision

Read/Write
Control

Access
Control

EEPROM Interface
Control

RF Interface
Control

EEPROM

16 Blocks

Sequencer
Charge Pump




... evolution

® | Clock —>
‘_ ATR Control
T LI L <> &
Data ; i
Anti- Arithmetic o
Modulator collision LAl &
Demodulator 15 E*
Select E Memory
Voltage POR Application Ll
® | Regulator 2
9 SR Authentication & Crypto
Energy —> Access Control Unit




top class transpo coprocessor

. N coprocessor Crytographic

USIIlg micr OCOIltI' Crytographic Private key
Public key

V N
i UART FameX TRIPLE-DES
INTERFACE -
EEPROM
ISO 14443 RAM Coﬁggg&g@& © CO-PROCESSOR
SECURITY
SENSORS

POWER ON
e INTERRUPT
CRC MMU CPU 80C51 SYSTEM
VOLTAGE
REGULATOR

CLOCK
INPUT FILTER

user rom | | TIMERS

TRUE RANDOM
NUMBER
GENERATOR

UART

ISO RESET ISO 7816
Contacts GENERATOR

16 BIT| 16 BIT
TESTROM | | TO | Tq

microcontroller

FAME = Fast Accelerator for Modular Exponentiation




PHILIPS

coprocessor

SmartM X Public key (RSA, ECGC, ...)

Biométric
(72 KB)
o

oil [ == —_ - NNy
%’(\)ﬁ*LDB 1 ISO 14443 ROM | |FLASH| |EEPROM| | RAM
LB
ISO7816 [] =
ST Ll
10 Gisl] ISO 7816
HgH
e O] —
ISO F
Contacts— | . USB 1.1
martMX CPU
Soit Clock
Generation
g TIMERS

Coprocessor
microcontroleur Coprocessor DES / 3xDES Private key (AE




les éléements de la RFID

transpondeur
puce (silicium ... ou a venir en polymere)
inlet (puce + antenne)
carte / étiquette blanche
étiquette imprimée
personnalisation du contenu de la carte / I'étiquette

base station
hardware (antenne, traitement du signal)
software (applicatif)
host
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scribe line issue

75,6% usable surface 91,5% usable surface

7 N - ‘ 4B
( = |




“Smart Label” example

antenna,
printed, etched,
efc. ...

_ ... substrat
example polyester film




“contactless” smart card




mifare’ Dual Interface Options




(PHWPS
UHF - “Smart Label” example
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example
-"/-- Display LMqudEﬁ-_eﬂaker.l -\-E"-
0060000000
00 0.0 0-0.0-0 00
, | )
G L JEIC)
Wiz Contrallar m @
AU @
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state of art - market




actors

- silicon
- card / inlets / labels manufacturers
- system integrators

- final users



... please don’t confuse who is who !

sl 3D 1D 3D I I

-




base station

"5’7/////4/// 77 Standaro
iF-OEM >~ Hard-
y 2 =

Technology Hardware System End
Provider Integrator Integrator Integrator User



industrial segments

- industrials RFID
- immobilizers and C°
- contacless smard cards

- RFID labelling



some market infos



30 15 693
ISO 18000 -3







PHILPS
RFID Market

... versus frequency

A Total

Revenue

13,56 MHz

W
1985 1990 1995 2000 2005 Years




“smart label” partitioning

2000 Mp
[ Re-usable media
O Emerging & others
O Rental
1500 M
® Supply Chain Mgmt
™ parcel Services

M Airline ~ 5 millions/day

1000 M

500 M

2002 2003 2004 2005 2006 2007



RFID

« Standardization » & « Regulations »

... and state of ART



standardization, regulation, & C°




 PHWLPS
ISO and C°

The way to work with ISO
example : JTC1/SC 17 /SC 31/
patents declarations

RAND (Reasonable and Non Discriminatory)



PHIUPS
standardization

International Standards International Electro- International Telecommu-
Global Organisation (ISO) technical Commission (IEC) nications Union (ITU)
ISO/IEC Joint Technical
TC23/SC19 Committee 1 (JTC1)
Animal Identification
— TC104 SC17 Cards & Personal ID
Freight Containers
— TC204 SC31 Automatic Data Capture
Road Informatics
. Comité Européen Comité Européen Nor- CEPT/
Regional Normalisation (CEN) malisation Electro- SN ST
technigue (CENELEC)
National BSI AFNOR ANSI DIN JISC a.m.o.

Simplified Structure !



(PHILPS
-“Cards & ...” Standards

Joint - Technical Committee JTC 1
“Information Technologies Standard”

[ i
Other Subcommittee SC 17
Subcommittees < & Personal ID”

[ i
Working Group WG 4 Working Group WG 8

“Chip Cards” “Contactless IC Cards”
| i |
ISO 7810 | Task Force (TF) 1 Task Force (TF) 2 Task Force (TF) 3
“Close Coupling” “Proximity Coupling” “Vicinity Coupling”

“Contact” |

I
ISO 7816 ISO 10 536 - ISO 15 693
1014443 D




PHILIPS

(Y - “Item” Standards

Joint Technical Committee JTC 1

[ i
Other Subcommittee SC 31
Subcommittees “

[ i
Working Group (WG) x Working Group WG 4
“ ? “Item management”

ISOxxx | Sub Group SG 1 Sub Group SG 3 Sub Group SG 4

: “host interrogator” “air interface” “regulation”
uxxxu | [ |

ISO xxx ISO xxxx — s ISO xxxxXx
150 18 000" D




PHILIPS

RFID

“i

tem management”

reference parameters

< a 135 kHz,

13,56 MHz, ( ~ ISO 15 693 + particularities)
2,45 GHz,

860 / 960 MHz, mode A & B. (C In progress)
433 MHz



... OUFFFFFFFFFF 111!




ISO and C°

existing UHF standards

ISO 18 000 - 4
ISO 18 000 - 5
ISO 18 000 - 6
ISO 18 000 — 7

In (final) discussion

EPC UHF

2,45 GHz

on ice

860 — 960 MHz (mode A & B)
433 MHz

Class xxx V yyy .... Up to GEN2
AMD for ISO 18 000 — 6 to add a
mode « C » in accordance to
EPC Gen 2 technical spec.



« conformance tests » standards

Conformance tests
-1ISO 10373 -6
+ amendements

-1ISO 10373 -7
+ amendements

-1SO 18 047 — x
- NFC Forum

related to
ISO 14 443 proximity
ISO 15 693 vicinity

ISO18 000 -x item
ECMA 340 /1S0O 18 092



PHILIPS

L)l - “Animal” Standards

Joint Technical Committee JTC 23
[ i

Other Subcommittee SC 19

Subcommittees “Animal / Agriculture”

[ i
Working Group (WG) x Working Group WG 3
“ ? “animal ID”

Sub Group SG 1 Sub Group SG 3 Sub Group SG 4

“animal ID”
| |
ISO xxxx | ISO xxxxx

C1SO 11 784/85
ISO 14 223




PHILIPS

ISO - animal RFID

1EC

@

frequencies applications

-ISO 11784 et 785 134,2 kHz animal identification

- 1SO 14 223 134,2 kHz animal identification



PHILIPS

(o]l - “road vehicles” Standards

Joint Technical Committee JTC 22

| i
Other Subcommittee SC
Subcommittees “SC3”

Working Group (WG) x Working Group WG 12

Working Group WG 1

“tyre pressure monitoring” “... bus”
| |
(“part 7!!) (“part 655) 1 (N ] 6

|
15021750 >




regulations ...

Autorité de

National Archives and Re’gu!ation des
Records Administration Téléwmmunications




ITU and regions ...

? i
..F. -




PHILPS
«SRD »

~ | [ cept/ERC | ™
43 ADMINISTRATIONS

FM, SE,

FREQUENCY SPECTR/M.
MANAGEM ‘NT ENGINEERNG

CEPT/ERC RECOMMEND .- DECISIONs ETSI STANDARDS v EU DIRECTIVE

: R&TTE
1999/05/EC

: NATIONAL AIR INTERFACEMUSTBE DECLAREDBY MEMBERSTATEBO THE E U COMMlSSlON‘r
“.0103-ETSI-ERCProced 1

.
.
........................................................................................................................................................................................................



(PHWPS
European bible ... - ERC 70 - 03

ERC Recommendation 70-03

STATUS
of
ERC RECOMMENDATION 70-03

RELATING TO THE USE OF SHORT RANGE DEVICES (SRD)

Including Appendixes and Annexes



(PHWPS
RFID regulations

LF

< 150 kHz



regulations 120 - 148 kHz

USA/Canada  2400/f (in kHz) pjV/m at 300 m (= 65 dBpA/m at 10 m)

China
Japan

Europe

Peak Power <1 W (= ~65dBpA/m at 10 m)
30 Vimat3 m (= 67 dBuA/m at 10 m)
Up to 135 kHz 65 dBpA/m at 10 m

European limit acc. to EN 300-330 at 120 kHz (= 65 dBpA/m
at 10 m) is taken for further calculations with regards to
“Human Exposure” .



(PHWPS
RFID regulations

HF

13,56 MHz



regulations 13,56 MHz band

Europe

Canada

USA

China

Japan

13.553-13.567 MHz: 60 (ex 42) dBpA/m at 10 m.
13.410-13.710 MHz: 9 dBuA/m at 10 m.
Outside band : - 3.5dByA/m at 10 m.

same as Europe only:
Outside 13.560-14.010 MHz : -12 dB pA/m at 10 m.

same as Canada. NPRM*. Not yet approved by the
NTIA** Probably interference with Astronomy,
Aeronautical, Safety of life frequencies

* National Proposal for Rulemaking
**National Telecommunication and Information Administration

13.553-13.567 MHz: 42 dBpA/m at 10 m.
(10,020 pV/m at 3 m)

See attached next slide



SOURCE: ANSI NCITS, B 10.5
REFER.:

PURPOSE:

ISO/IEC JTC1/SC17/WG8/TF2,TF3 1SO14443, 15693

International Harmonization of Radio
Regulation for Inductive Systems

FIELD STRENGTH

@ D =30 METER

47 C.F.R. SECTION 15.225

FIELD STRENGTH

@ D =30 METER

H A E
e |deu CURRENT FCC REVISED FCC PETITION
UA/m uv/m
RESTRICTION ETSI 300 330 draft
325 1 84 = 15,484 uV/m
285 180 T =10.000 uV/m
L1
Tl
EE 334 uV/
1 1505 - =334 uV/m
—--"- 48 A _FZ Eart 14 =" =251 uV/m
-11 | 40.5 i =106 UV/M o | T A g —
-22 I T« TS SR (S, Mgy — 1 p— - { (] S X — Y— = 30uV/m . WJ/- LSOVKVHZV .
/& e e SNy B, NN
41 1356 MHz = ' = I
o e N 13.11  13.41 13.56 13.71 14.01 MHz

ASTRONOMY BAND
(13.36 - 13.41MHz)

+/- TkHz

SPURIOUS LEVEL

& INTENTIONAL

48 dBuV/m EQUALS PRESENT SPURIOUS LEVEL
OF SECTION 18.305(b): 25uV/m @ d=300m AS

CALCULATED TO 30m WITH 20dB/DECADE ROLL-OFF

RADIATOR EMISSIONS of PART 15

A E

dBuV/m

1 a4

+ 50.5

+ 405

=T 29.5




ISO 14 443 - « proximity »
ETSI/ FCC regulations

Al-2: -212.5 kHz Marker: 13.55375 MHz
20.326 dB -1.893 dBm
10 |
aBm

10
dB/

dom | Auaia ML[L mLM I “ﬂ‘l?.d.!nTrL.mm.mJL\)LALJ»'

Center: 13.96 MHz Span: 5 MHz
Marker: 13.55375 MHz
3,893 dBr




 PHWLPS
ISO 18 000 - 3 (or ISO 15 693)

ETSI/ FCC regulations

15:05:44 DEC 19, 1997
A7 15:16:39 AUG6 85, 1997
ACTV DET: QPD MARKER
MEAS DET: PEAK @GP AVG 3 HIGH
MKR 13.5689 MHz
41 .85 dBpA/
dBpA/m MARKER
LOB REF 42.8 dBpA/m * CF
16 . . : : y . . .
dB/ I L
ﬂTN ......... . ......... . ......... . ........ , ....... B | O R : ......... , HEﬁS UNCﬁL ..... gEg;
10 dB e, i, e,
NEXT PK
RIGHT
Wh SB NEXT PK
SC FS LEFT
ACORR
More
1 of 3

CENTER 13,5688 MHz SPAN 375.8 kHz
#IF BW 1.8 kHz AVG BW 1 kHz SWF 188 sec

measurement conditions: 16 timeslots / 6 tags / continuous write



(PHWPS
RFID regulations

UHF

433 et 860 /960 MHz



(PHWPS
UHF Frequencies

Frequency (MHz)

3 30 300 1000 3000 4000 8000 12000 - 40000

952 - 954 scussion in Japan

862-928
433 2450



regulations 860 - 960 MHz Band

USA and Canada

Europe

Japan and China

for Information:
Australia

New Zealand
South Africa

902 - 928 MHz

869,4 - 869,65 MHz
865,6 - 867,6 MHz

no allocation

MHz
864 - 868.1 MHz
915,3 MHz

Peirp =4 W (unlicensed)
(dc =100% FHSS = yes)
Peirp = 30 W ! (with license)
Perp = 500 mW (dc =10%)

Perp =2 W ~ Peirp = 3,28 W
(LBT)

Peirp=1W

Peirp=4 W

Peirp = 8 W (as proposed
by SABS WG1 of TC 74)



(PHIWPS
ERC 70 03 — (jan. 2005)

"Short Hange Device” - "Hon Specific”
Bandes des 860 MHz

duty cycle| | LBT | [ upto1 | | up to 100 | up to 10| | up to100 |
RFID RFID
Europe France
ART
2 W
SRD RFID
ETSI 302 708 ETSI 300 220
500 muw
SRD HS
25 mW 25 mW ]
SRD HS L SRD HS
10 mWW
2 MHz B00 kHz 500 kHz SRD HS | 250 kHz | |5 M SRD HS
865,6 863 868,7 8693 869.4 869.7

867 .6 68,6 869,2 8694 869,65 870




important remarque

From FDIS SO 18 000 -6

2.2 _Tag conformance and obligations

- To conform to this International Standard, the tag s upport at least one
type. It may optionally support both.

The tag shall operate over the frequency range of 860 MHz to 960 MHz.

NOTE
- Depending on the tag antenna characteristics, the operating performance
(i.e. operating range) may vary depending on the actual frequency used in
the 860-960 MHz band.



example - UHF et SHF tag télé alimenteé

Range Calculations for UHF & SHF Systems ( theorical, "out ufﬁ:luding%nces ) |
1 ~— N

Dominigque Paret
le 1er sept 2003

hase station
tag téléalimenté Frequency power - Phs antenna antenna Min. Power antenna antenna antenna |Max. Operating
ERP ain gain for the chip | polarization | efficiency matching |range
f i P Prdr Gbs equals PEIRP | GIbl equals Pchip equals polar equals AntEff equals\Match equals| range
MHz m W W dB dB pW  dBm dB T fil % dB m
note
UHF europe infoutdoor & | 9000 0333 | 03 1 0,00 050 1 ooo e0 1222 100 0p00 100 0,00 242
infoutdoor b | 9000 0333 | 05 164 215 052 164 215 B0 1222 100 000 100 0,00 34
c | 8685 0345 05 1 0,00 050 1 0oo B0 1222 100 0p0 100 25l
d | 8685 0345 03 164 215 052 184 215 B0 1222 100 000 100 412
eurape  indooranly e | 8720 0344 | 2 1 0,00 200 1 0oo B0 1222 100 000 100 5,00
(future) indooronly  f | 8730 0344 | 2 REIS T S 328 164 215 BO 1222 100 000 100 8,19
america infoutdoor g | 9150 0323 4 1 0,00 184 215 B0 1222 100 000 100 863
h | 9150 0328 - 4 B2 164 215 B0 1222 100 0O0 100 853
XXX i | 8685 0345 4 B,02 164 215 B0 1222 100 000 100 509
XAX j | BBB5 0345 244 244 184 215 184 215 B0 1222 100 000 100 909
SHF europe infoutdoor 24600 | 0122 1 ooo 180 824 100 0Op0O0 100
infoutdoar 24500 09122 164 215 150 824 100 000 100 4
europe indoor (15%) 24500 09122 164 215 150 824 100 000 100 4
america infoutdoor 24500 00122 1 0oo 180 824 100 0OpQO 100 : ; 5
24500 00122 164 215 150 824 100 000 100 000 100 000 4
L ——
vos propres chiffres !! Be00 0349 045 1,64 0 ,82< 15 176 80 -10% &0 -3m 7O 15 80 0% 182
[ ———
———— —_—




interrogator populations

« singles », « multiples » & « denses »



dense interrogator,
channelized signaling

EPC C1 G2 philosophie ...

«... all parameters can be adapted to local regulations ... »



(PHWPS
EPC C1 G2
... reality ...

Don’t confuse
« hardware »
« software »
« paperware »
& «slideware » M

1600 tags/s max ... need two rounds (wake up + read) per tag !

i.e 800 tags/s max ... USA ... free space
110 ... USA ... « dense »
90 ... Europe (ETSI 302 208 ... 2 MHz, LBT)

50 ... France (ART mono channel 250 kHz)



EPC C1 G2 / dense interrogators

EPC C1 G2 USA 4W eirp FHSS @

EPC C1 G2 Europe 2Werp LBT CC)

-

EPC C1 G2 France 0,5W erp 10%
ou LBT




portal reader

Requirements |

US regulations

Tagging of 38 wooden pallets «
on 2 piles

Gate width: 3m

Gate height: 3m

Speed of moving pallets: = 5 km/h (=1,4 m/s)



portal reader

Antenna positionirE|

Readers Intermec
/ UAP 2100

Pallets and
reader gate




portal reader

E\ntenna positioning

Requirements 2

Tagging of 19 wooden ps
on 1 pile

Gate width: 1.7m
Gate height: 3m

Speed of moving pallets: = 5 km/h (= 1,4 m/s)



(PHWPS
RFID regulations

SHF

(2,45) / 5,8 GHz



regulations 2,400 - 2,483 GHz

USA/Canada_ 2400 - 2483 MHz Peirp =4 W.

Europe

Japan

China

2400 -

2400 -

- FHSS = Frequency Hopping Spread Spectrum.
- No duty cycle.

MHz Peirp=4 W ,resp.0.5W
-4 W indoors, duty cycle: 30 ms on/ 170 ms off
- 500 mW indoors/outdoors, no duty cycle.
(France : “ART don’t accept 4 W”)

MHz 3mW/MHz : Peirp=1W.
Same restrictions as USA/Canada.

MHz 250 mV/m at 3m (: Peirp = 21 mW)



regulations 5,8 GHz

USA/Canada 5725 - 5850 MHz. Peirp=4 W.
FHSS
No duty cycle.
Europe 5725 - 5875 MHz. Peirp = 25 mW
No duty cycle

- For Non-specific SRD
(France : non autorised)

Japan No allocation. (Peirp = 6W, for ETC*, not for RFID).

China No allocation.

*Electronic Toll Collection



« human exposure »




« WHO » = Organisation Mondiale de la Santé - OMS

Documents based on

ANSI,
IEEE 95.1,
DIN/VDE 0848,

ICNIRP (International Commission on Non lonising
Radiation Protection),

AS/NZS 27721,
etc.



exemples




exemple
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Lx )\ = L.y 00| a
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Width " Depth
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Europe

EN 50 357 : octobre 2001

« human exposure to electromagnetic fields from devices used in
Electronic Article Surveillance (EAS), Radio Frequency
Identification (RFID) and similar applications »



E field reference levels

Niveaux de référence (Champ E )
" Professionnel \
137 V/im
_ \ /| 61 V/m Public
= 100 T— M
— 87 V/m N / 1
N - 61 V/m
/
\\ //
» 28 V/m @
Fréquence (MHz)
10 | | I S |
0,01 0,1 1 10 100 1000 10000 100000 1000000
Fréquence (MHZz)




 PHWLPS
MPE & SAR

MPE - Maximum Permissible Exposure,

SAR - Specific Absorption Rate



 PHWLPS
SAR

definition :



In contactless applications, :

o/ | E|? AT
SAR = -------=m--- = C ====—--- mW /g
p At
with :

O = conductivity human tissus S/cm
p = human tissus density g/cm3
e = tissus thermal capacity Joule/g/°C
E. = electrical field V/ecm
AT = G

during dt, in seconde.



conclusions




